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Fig. 4 Spread spectrum watermark embedding in the DWT domain

where @, is the minimum value from the quantisation
matrix Q(4,0), W; is the watermark, C; is the original
wavelet coefficient, CM is the marked coefficient, A is the
level and @ denotes orientation. Note that (1) incorporates
media dependence (|C}|), essential for robust watermarking.

The high-frequency sub-bands and the largest coefficients
are marked more heavily, because modification of
these coefficients is less likely to incur visible artefacts.
The HVS is incorporated in @Q(4,0) which is computed
according to [15].
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Fig. 5 Spread spectrum DWT watermark retrieval
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Fig. 6 Effects of different attacks

a Original ‘Basketball’

b 20° rotation

¢ 100% scaling

d 20" rotation combined with 100% scaling

e Original ‘Flower’

JArbitrary scaling, image is rescaled from [576 x 720] to [300 x 600]
g Cropping [400, 200, 208, 196] combined with shift [140, 240]

h MPEG2 (2 Mbits/s) combined with shift [160, 240]
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5 System performance and false detection
probability

The registration module provides invariance to frame shift,
rotation, scaling, rotation combined with scaling, and aspect
ratio change. The system can also handle a range of other
attacks, such as cropping, shift + cropping, MPEG compres-
sion, compression + shift 4 cropping. These attacks are illu-
strated in Fig. 6, for test sequences ‘Basketball” and ‘Flower’.
For watermarking, ‘Basketball’ represents a typical average
sequence, while ‘Flower’ is known to be a very difficult
sequence. The invisibility of the mark was subjectively
assessed using specialised hardware.

Fig. 7 shows the performance of the system for different
degrees of rotation, when n frames are averaged in order to
improve the robustness of the system. As the minimum
watermarking segment is 25 frames, then »n<25.
Compared with the n =1 case, the cross-correlation peak
for n=25 is about four times larger. Similar results are
presented in Fig. 8 for scaling. Figs. 9 and 10 show the
system performance for n =25 and different degrees of
rotation and scaling. Finally, Fig. 11 presents the case of
rotation combined with scaling for the ‘Basketball’
sequence (n =25).
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Fig. 7 Performance of the system for rotation when averaging
Jframes
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Fig. 8 Performance of the system for scaling when averaging
frames
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Fig. 9 Peak normalised amplitude for different video sequences
under rotation attack

A threshold value of 0.025 can be observed in ecach
Figure (Figs. 7-11 and 13). This guarantees a false
positive detection, probability better than 10~ when the
correlation peak exceeds the threshold. The value was
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Fig. 10 Peak normalised amplitude for different video sequences
under scaling attack
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Fig. 11 Performance of the system for rotation combined with
scaling (25 frames)
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Fig. 12  Threshold selection for a desired probability of false
positive detection

experimentally derived for a set of 3 test sequences and a
wide range of scaling and rotation attacks: the pdf (prob-
ability distribution function) of the peaks was computed
for each case and the worst-case scenario determined. The
resulting pdf is not Gaussian due to the large number of
very small peak values, but, by fitting a zero-mean
Gaussian distribution with the same standard devia-
tion as the experimentally determined pdf, the resulting
Gaussian distribution can be used to determine the opti-
mum threshold for a given false error probability. The
Gaussian distribution fits very well the worst-case scenario
pdf in the zone of interest (at the extremities), and is
actually chosen to be quite pessimistic. We have investi-
gated several hypotheses: when the sequence was marked
with the correct watermark, when the sequence was not
marked and when the sequence was marked with a wrong
mark, for different attacks and different strength of the
attacks, and finally for 3 different video sequences. The
results (Fig. 12) suggest that the worst-case scenario is
when the sequence is marked with the correct mark, and
show that the 0.025 threshold is appropriate for a false
detection probability of 107",
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Fig. 13 Performance under combined attack: MPEG2 compres-
sion combined with frame shift, for different video sequences
(25 frames averaging)
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Fig. 14 Capacity of the DWT system under 2 Mbit/s MPEG?2
compression attack when using frame averaging, for the 'Flower
garden’ video sequence

5.1 Scaling, rotation and cropping attack

As can be seen in Fig. 9, the system is invariant to any
amount of rotation smaller than 70°. Fig. 10 shows that the
system can handle any degree of scaling up to 180% (it can
also handle scaling up to —50%, i.e. smaller frames). The
system therefore exceeds the EBU recommendation [1] for
both rotation and scaling.

When rotation is combined with scaling, up to 120%
scaling and up to 20° rotation can be tolerated, even for the
‘Flower’ sequence. All simulations assume a bilinear inter-
polation in the log-polar module. Our tests show that
bilinear interpolation leads to a substantial performance
increase (almost double) compared with a simple nearest
neighbour interpolation. A combined attack of 20 rotation
plus 100% scaling is shown in Fig. 6d.

The system copes very well with cropping attack. Even
under severe cropping (as in Fig. 6g, where the useful
frame area is only 208 x 196) the capacity is approximately
1500 bits/frame  with turbo coding, reducing to
850 bits/frame without coding [15].

5.2 Compression attack

We have investigated system performance for MPEG2 and
JPEG [15] compression attacks. The registration module
can cope with MPEG2 compression as low as 2-3 Mbit/s.
The system can handle even combined attacks like MPEG2
compression (as low as 3—4 Mbit/s) combined with frame
shifts, as illustrated in Fig. 13. In terms of capacity, the
DWT watermark survives MPEG2 compression at
2 Mbit/s, for a capacity higher than 1200 bit/s (Fig. 14).

6 Conclusions

Robustness to geometric attack is one of the most impor-
tant requirements for a watermarking system. To achieve
this, an approach based on the image registration techni-
ques and LPT/LLT of the video frames has been
developed.

An additional spatial reference watermark compensates
for the unavailable original video sequence and makes
possible the geometrical ‘blind registration’. This is
combined with the advantages of the DWT, HVS-based
marking, and turbo coding to produce a very robust, high-
capacity video watermarking system.
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Table 1: Performance of proposed system compared with EBU recommendations

Parameter

EBU recommendations

Proposed system

General parameters of the system:

Watermarking minimum segment (WMS) 1s,5s

Data capacity 64 bits/WMS

Probability for error-free >1078
payload per WMS

False positive probability per WMS <10

Format of original and
watermarked signals

Watermark recovery blind

Robustness to attacks:
MPEG2 compression

ITU-R 601 (ITU-T BT.656)

2-6 Mbit/s MPEG2

min 1s
= 1200 bits/WMS @ 2 Mbit/s MPEG2
0

<1078
ITU-R 601 (ITU-T BT.656)

blind

2-6 Mbit/s MPEG2
invariant

higher than 320 x 288
180%, —50%

best achieved: 140%, —70%

Colour-space conversion yes

Shift up to 320 x 288
Scaling desired: 200%, —50%
Aspect-ratio conversion 16:9 <> 4:3

Small rotation up to 2°

Noticeable rotation up to 10°

Small bend/shear up to 2° (10°)

Cropping
Combined attacks

minimum size: 320 x 288
not specified

16:9 <> 4:3 (easy), 200%, —100%
up to 2°

up to 70°

no

even smaller than 200 x 200
yes (wide range)

In this way, the advantages of both techniques are

preserved: the speed and efficiency of image registration
techniques and the robustness and high capacity of the
wavelet system. The performance of the proposed system

compared with

the EBU recommendations

[1] is

summarised in Table 1.
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